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Multi-Factor
Authentication

A step-by-step guide to
securing your account

nycchf.org



Before You Start

This process takes about 3 minutes.

You will need:

- Access to your email
- Your cell phone

- Your login password
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Member Login

New York City District Council of Carpenters G Select Language | V Member Assistance Form

BENEFIT FUND e

The Gateway to Your Benefits Informat

Facebook

1. Go to www.nyccbf.orqg

password! Click here

imi v I "
Please note:You MUST indude the

2. Click Member Log-In (top right corner)

“U” in your UBC Number in your Username

3. Enter:
-Username (U or N + your unique 8-digit UBC number)
-Password T R il T

you.

. Please note: Your user namejand password are case sensitive and must be typed in exactly as
4 . C I I C k L O G I N specified by the Fund Office.

*Please note that the Member Log-In Portal used for viewing and managing your
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http://www.nyccbf.org/
http://www.nyccbf.org/

Login Security

If you have never logged
in or do not have an email QA

address on file, please No Access

NYCDCCBF Member Services
800-529-FUND (3863)
212-366-7373
Monday - Friday, 8 AM to 5 PM




Confirm Your ldentity

After logging in, you will be asked to confirm your identity.

If you see this message: If you see this message:

Login Security

Login Security

) Confirm Your Identity
Confirm Your Identity

@NYCCBF.ORG

Sead Toxt to XXX-XXX-0633
Return to Logim

Choose where to receive your security code: If a phone number is not on file, the code will be
» Text message sent to your email.
* Email
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Enter your Security Code

1. Check your email or phone for
the security code.

2. Enter the code on the screen.

3. Click Verify

N’
+1(833) 691-7300

Tip: If you selected email and do
not see the message, check your

Your security code is:

Spam/Junk folder. 128977
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Agree to Terms of Use

1. Review the User Agreement.
2. Check “l agree to the terms of use.”
3. CI|Ck Continue_ e

e B fhe b e e and rcerd AT ey a8 | 0w a5 me0ed 98w dee epTerte
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Note: You may be asked to accept the
terms each time you log In.

........



You will be directed to either

Your Personal Dashboard or Register for Access

Register for Access

If you see the Dashboard, If you see a “Register for Access” page,
continue to page 12. continue to page 8.
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Add and Verify Your Phone Number

Register Phone Number

Adding or changing your phone number will require vel tion. If you are adding or changing your number, a
new code will be sent to that device. You must enter the code sent to the new device to continue

Click [Add Cell Phone] to add your mobile phone number.
Please be sure that the provided number is able to receive text messages.

1. CIle “Add CE" PhOne.” None on file
cscane R

2. Enter your cell phone number.

3. Select “Verify Phone.”
[ ] | |
Register Phone Number
[ 11 ] LL) Adding or changing your phone number will require verification. If you are adding or changing your number, a
4 ‘ : I I C k S u b m I t r code will be sent to that device. You must enter the code sent to the new device to continue.
[ ] n
_ Add cell phone number here

CANCEL

Clicking the button below will send a text message to the new phone number. Standard text/SMS rates apply.

_ Then select “Verify Phone”

* All fields are required and must be filled out
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Register Your Phone Number

1. Check your cell phone for the .
s ix-d i g it Ve rifi Cati O n COd e - A verification code ha; been sent to the indicated phone

number. When you receive the code, enter it in the "Verify
Code" section, enter your current password, and click
"Save" to update your Multi-Factor Authentication.

2. Enter your password.

3. Enter the six-digit verification
code.

4. Click “Submit.”

A -
+1(833) 691-7300

Your security code is:
128977




Confirmation

Registration Successful

You will now be redirected to My Dashboard.

You will receive a notification confirming the
registration process was successful.
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Completion

You have successfully completed the authentication process.

You will now be directed to your Personal Dashboard,
where you can view your benefit information.
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Change Contact Method (optional)

Login Security Login Security

Login Security

9 9 9

irm Your Identity nfirm Your Identity
Confirm Your Identity

Once authenticated, you can change how you receive your security code.
1. Click Change Contact Method.

2. Select Text or Email.
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